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ABSTRACT

Facial recognition technology is gaining attention for its applications
in security, surveillance, and identity verification. Optimizing facial
recognition algorithms is essential for improving efficiency and ac-
curacy. However, while offering promising applications in security
and identity verification, facial recognition has raised concerns re-
garding its potential for bias, particularly with respect to racial and
ethnic groups. This paper presents a research investigation into the
possibility of racial bias in the Principal Component Analysis (PCA)
optimization of a promising facial recognition technique, Elastic Bunch
Graph Matching (EBGM).

EBGM is a facial recognition technique acknowledged for its ability
to effectively capture facial structural information for robust recog-
nition. It’s Principal Component Analysis optimization reduced the
dimensionality of the data that is inputted into the EBGM model.

This project utilizes the FERET database, a diverse dataset compris-
ing images of individuals from various racial and ethnic backgrounds.
The EBGM algorithm is trained using PCA optimization on this dataset,
with a focus on evaluating its accuracy in recognizing non-Caucasian
faces compared to Caucasian faces. Key aspects of the research include
experimental design to assess the performance of the facial recognition
model across different racial groups, employing appropriate evaluation
metrics such as recognition accuracy and false positive/negative rates.
Statistical analysis is conducted to determine if there are significant
differences in the model’s performance based on race. The findings of
this research contribute to the understanding of potential racial biases
in facial recognition algorithms optimized using PCA. Insights gained
from this study can inform the development of strategies to mitigate
bias and enhance the fairness and inclusivity of facial recognition
systems.
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1 INTRODUCTION

Facial recognition technology is a field that has been gaining promi-
nence for its applications in various fields such as security, surveillance,
and identity verification [4]. This technology revolves around the art
of identifying individuals based on their facial features. However, a no-
table challenge arises with the Elastic Bunch Graph Matching (EBGM)
method, which, while proficient in facial recognition, is not immune
to biases inherent in machine learning algorithms. Ensuring that ma-
chine learning algorithms deliver accurate results irrespective of race
is crucial for their practical and real-time applications.

In addressing this challenge, our study delves into an examination
of one of the primary optimization techniques for Elastic Bunch Graph
Matching, namely Principal Component Analysis (PCA). By employing
the optimized EBGM approach, our objective is to discern whether
biases and limitations persist even within an optimized framework of
facial recognition technology.

This research endeavors to address the inquiry can a performance
optimization of already existing facial recognition algorithms like
EBGM mitigate the issue of racial bias within the machine learning
technique?

2 BACKGROUND AND RELATED WORKS

2.1 Elastic Bunch Graph Matching

The foundation of our research is the Elastic Bunch Graph Matching
(EBGM). EBGM is quite proficient at recognizing individual faces from
single images within large databases, where each person is represented
by just one image. It has also made significant contributions to the
field of facial recognition[4]

Its process of operation is described below:

(1) Jet Extraction: Jets refer to small texture descriptions at specific
points in a facial image. These jets are essential for EBGM
because they contain details about how a face looks. They are
obtained by using Gabor wavelet transformations at key facial
landmarks([7].

(2) Bunch Graph Construction: The jets are then grouped into
bunch graphs, a unique data structure. In this structure, each
facial landmark corresponds to a node, and each node contains
jets representing the associated landmark. For example, if the
eyes are chosen as landmarks, one node might contain jets for
the right eyes of all model images, while another node holds
the jets for the left eyes of all model images[6].

Face Graph Representation: These bunch graphs together form

a database of landmark descriptions. In EBGM, a face is repre-

sented as a graph with nodes and edges. Nodes represent facial

features, like eyes, nose, and mouth, while edges show how
these features relate to each other[6].
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(4) Similarity Assessment: When landmarks in a new facial image
are identified, its jets are extracted and compared with the cor-
responding jets in the database. A face graph for the new image
is created, which contains its landmarks and jet values. This
information is used to understand how similar the images are
and complete the recognition process[6].

This research will aim to evaluate the effectiveness of Principal
Component Analysis as an optimization of EBGM. This approach,
introduced by Chen et al.[2], utilizes Principal Component Analysis
(PCA) to process training and test images more efficiently. It picks the
best candidates for EBGM, making it faster and better at recognizing
faces, especially when dealing with lots of images[2].

The primary objective of this project is to empirically evaluate
the performance of PCA optimization in terms of accuracy and its
ability to recognize faces of different racial groups. Through systematic
experimentation, we seek to gain insights into the effectiveness of this
optimization technique.

Our research methodology involves utilizing facial images sourced
from the FERET database. Renowned for its comprehensive collection
of standardized frontal facial images, the FERET database offers a
reliable and widely accepted dataset for conducting facial recognition
experiments[2, 9].

2.2 Principal Component Analysis (PCA) in
Elastic Bunch Graph Matching (EBGM)

Principal Component Analysis (PCA) is a dimensionality reduction and
feature extraction technique widely used in various fields, including
facial recognition[5]. In the context of EBGM, PCA is integrated into
the algorithm to optimize its performance and enhance the efficiency
of facial recognition.
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Figure 1: Work flow of optimizing EBGM with PCA

2.2.1 Core Concepts of PCA. PCA is a mathematical method that
analyzes data by reducing the amount of information within the data
and while retaining critical information. The core concepts of PCA
include:

¢ “*Dimensionality Reduction:** PCA aims to simplify data while
retaining the essential information. It achieves this by projecting
data onto a lower-dimensional subspace thereby changing how
we see the data [5].

e “*Eigenfaces:** In facial recognition, PCA often involves the
concept of "eigenfaces,’ which are similar to special face patterns
we get from a group of facial images. Eigenfaces represent the
most significant variations in the dataset, making them valuable
for recognition [8].

o “*Feature Extraction:"* PCA identifies the most relevant features
in data by examining how variables within the data are related.
These features are then used to describe and recognize faces

[11].

2.2.2  Application of PCA in EBGM. In EBGM, PCA is applied to ad-
dress challenges related to high-dimensional data and computational
complexity. Chen et al. (2014) proposed a sequential hybrid approach
in which PCA and EBGM are applied separately. In this model, PCA is
used to process the training set and select a specific number of training
images with the smallest distances between distinct features as candi-
dates for EBGM. After this, for each test image, EBGM identifies the
final match from the corresponding candidates. This approach yielded
better recognition performance, particularly for larger galleries, and
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resulted in improved computational times [2]. The integration of PCA
into the EBGM algorithm involves the following steps:

(1) **Preprocessing:** Before using EBGM, the pictures of faces
are prepared. This includes standardization to a common size,
noise reduction, and contrast enhancement using techniques
like Median Filtering and Histogram Equalization [1, 5, 13].

(2) **PCA Feature Extraction:** PCA is used to extract the most im-
portant facial features from the processed facial images. These
will be vital to the recognition process [5].

(3) **Hybridization with EBGM:** The extracted PCA features are
then combined with the EBGM algorithm. This sequence opti-
mizes EBGM’s recognition performance and efficiency [2].

(4) "Recognition Process:** When a new facial image is then pre-
sented to the system, the PCA-enhanced EBGM compares it to
the faces stored in the system and tries to find the best match
for identification. [2].

By using PCA with EBGM, the work is made easier for the system,
allowing it to work better with larger amounts of data and work against
the problem of occlusion. This brings it a step closer to making it well-
suited for real-world, immediate facial recognition applications.

For a deeper understanding of PCA and its application in facial
recognition, readers are encouraged to explore relevant literature [5,
8, 11].

2.3 Racial Bias in Machine Learning

As explained previously, facial recognition technology has become a
essential part of modern society, however, the rapid deployment and
integration of this technology have outpaced considerations for its
ethical implications, particularly concerning racial bias[12].

The algorithms powering facial recognition systems are not im-
mune to the biases of the data on which they are trained. Studies have
consistently found that these systems tend to perform worse for indi-
viduals from minority racial groups, especially African Americans[3].
This discrepancy arises partly because many datasets used to train
these systems are disproportionately composed of images of Cau-
casian individuals, leading to less accuracy when recognizing faces
from underrepresented groups[12]. Racial bias in machine learning,
especially in facial recognition, stems from both the imbalance in train-
ing datasets and the methodologies used for developing algorithms.
For example, algorithms developed in Western countries show a higher
accuracy for Caucasian faces, whereas those developed in Asian coun-
tries tend to be more accurate for Asian faces. This suggests that the
racial composition of the development team and the dataset can signif-
icantly influence the performance of facial recognition systems across
different demographics[12]. Moreover, the challenge is not merely
technical but also ethical. The over representation of minority groups
in arrest databases, combined with the higher error rates of facial
recognition systems for these groups, can lead to a higher incidence of
mis-identification and wrongful arrests, perpetuating and exacerbating
existing racial biases in law enforcement practices[3].

Recent advancements have been made in developing more equitable
facial recognition technologies. One approach is adversarial training,
where algorithms are trained to minimize the reliance on racial fea-
tures that could lead to biased performance. This method involves
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modifying traditional training techniques to reduce the mutual infor-
mation between facial features and sensitive attributes like race, thus
aiming to make these attributes irrelevant for identity verification[12].

Another promising approach is the use of generative adversarial
networks (GANS) to create balanced datasets. These networks can gen-
erate synthetic images of faces from underrepresented racial groups,
thus enriching the training datasets and potentially reducing bias. By
ensuring that facial recognition systems are exposed to a more diverse
array of faces during training, the performance across different racial
groups can be more uniform[12].

Despite these technological advances, significant challenges remain.
The efficacy of adversarial and generative techniques in real-world
applications is still under scrutiny, as these methods can sometimes
fail to eliminate biases effectively. Moreover, the ethical implications
of using synthetic images for training facial recognition systems are
still being debated, particularly concerning privacy and the consent of
individuals whose likenesses are used to generate these images[12].

As facial recognition technology continues to evolve, ongoing re-
search and development efforts must prioritize not only the improve-
ment of technical accuracy but also the fairness and equity of these
systems. This will involve a concerted effort from researchers, develop-
ers, and policymakers to ensure that advancements in this technology
do not come at the cost of perpetuating racial disparities.

3 EXPERIMENTATION PROCESS

3.1 Dataset

The photos used in this project will be obtained from the FERET data-
base, a widely recognized source for facial image data with established
evaluation methods[9]. The choice of the FERET database is motivated
by several factors:

The FERET images are mostly frontal, meaning they’re taken with
the person’s face aligned with the eyes[2, 9]. This consistency in im-
age orientation is crucial for a comparative study of PCA and HSO
optimizations.

To keep image processing consistent, the images will be resized to
the dimensions of the smallest image. This way, there won’t be a need
to guess or interpolate new pixel information, which could blur the
images.

Additionally, if necessary, the images will undergo standard im-
age processing techniques, such as Median Filtering and Histogram
Equalization[1, 13], to remove image noise and enhance contrast levels.
Converting the images to grayscale simplifies their complexity and
will make the process easier.

While the ultimate goal of facial recognition is to handle various
image conditions, using these standardized techniques ensures a level
playing field for our experiments.

The FERET database gives us a vast collection of facial images,
making it an excellent choice for our comparative analysis of PCA and
HSO optimizations within EBGM.

3.2 Model

Before training, all images are collected into a single training folder
after undergoing a standard preprocessing routine. The first step in
this routine involves scanning the folder to identify the image with
the smallest dimensions. This dimension serves as the baseline, and all
other images in the training set are resized to match these dimensions.
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This, as well as the Median Filtering and Histogram Equalization done
previously, ensures that all inputs to the model maintain uniformity,
which is crucial for the subsequent steps of the feature extraction and
matching processes.

Once preprocessing is completed, the base version of Elastic Bunch
Graph Matching (EBGM) is applied. EBGM is a facial recognition tech-
nique that utilizes a graph-based representation of facial features. The
initial phase of EBGM does not involve any dimensionality reduction;
it focuses on identifying and using the raw pixel information and spa-
tial relationships between facial landmarks directly extracted from the
images.

Figure 2: Flow of Software Architecture

After evaluating the base EBGM model, Principal Component Anal-
ysis (PCA) is integrated to enhance the system’s performance. The
integration begins with a dimension reduction procedure on the images.
PCA simplifies the images by reducing the amount of information each
one presents. This reduction is particularly beneficial for the landmark
feature selection process, as it focuses the model’s attention on the
most significant features, thereby potentially improving recognition
accuracy.

Following the dimension reduction, the model identifies facial land-
marks in each image. These landmarks are used to create jet files,
which represent local texture information around each landmark, and
bunch graph files, which encapsulate the structural arrangement of
these jets across the face. These files form the core of the model’s facial
representation.

In the final step, the model compares the jet and bunch graph files
generated from the training images with those produced from the test
images. For each test image, the model calculates similarity scores with
all training images, which are presented as percentages. These scores
indicate how closely features of the test image match those of each
training image, thus facilitating the recognition process by quantifying
similarity in a comprehensible manner.

3.3 Racial Bias Experimentation

The primary goal of this experimentation process is to assess and
identify any racial biases present in a facial recognition system. The
experiment is designed to evaluate how well the system recognizes
individuals from different racial groups when there are variations in
the image. These variations include change in pose or expression. Due
to the standardization and gray scaling of the images, the effect of
change in lighting is no longer prevalent and will not be considered.
Specific images were selected from the dataset and organized into
separate folders, each representing a different racial group. These are
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used to test the model against its much larger training data which
contains other images of the same people. For each individual, several
photographs were included to capture a range of expressions, angles.
This variety ensures that the model learns to recognize the features of
individuals from each racial group under varied circumstances.

Also, from the collection of images for each individual, one specific
image was selected as the test image. This image was set aside and not
included in the training dataset. The remaining images of the same
individual were placed in the training folder. This approach ensures
that while the model has prior knowledge of the individual’s facial
features from different images, it must rely on its learned predictive
intelligence to recognize the test image, thereby simulating a more
realistic and challenging scenario for the facial recognition system.

The Testing protocol for the model can be seen as this:

(1) Model Training: The facial recognition system was trained
separately on the images from each racial group’s folder. The
training process involved adjusting the system to recognize and
learn the distinct features and variations present in the images
of individuals from each group.

(2) Individual Recognition Test: After training, the system was
tested using the single image reserved for testing for each indi-
vidual. This test image, as previously noted, was not included
in the training set, requiring the system to generalize its recog-
nition capabilities rather than simply matching the image to an
existing one in the database.

(3) Bias Assessment: The accuracy of the facial recognition sys-
tem in identifying the test image was recorded and compared
across different racial groups. The metrics used for assessing
the accuracy of results are explained below:

e True Positives (TP): True Positives occur when the opti-
mized EBGM techniques correctly identify a match. In facial
recognition, TP represents successful identification when
there’s indeed a match [10].

e True Negatives (TN): True Negatives occur when the opti-
mized EBGM techniques correctly identify when a match is
non-existent. TN represents successful identification when
there is no match [10].

o False Positives (FP): False Positives happen when the op-
timized EBGM technique claims to recognize a match that
does not exist. These instances are crucial as they highlight
recognition errors [10].

o False Negatives (FN): False Negatives occur when the opti-
mized EBGM technique fails to recognize a match that does
exist [10].

Recognition accuracy in facial recognition is defined as the ratio

of True predictions to the total number of predictions[10]. The

calculation for recognition accuracy is as follows:

TP+TN
TP+TN+FP+FN

Accuracy =

4 MAJOR RISKS
4.1 Limited Resources

One of the primary challenges in conducting research is the limitation
of resources. This includes access to high-end computing equipment,
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specialized software, and substantial datasets. The lack of these re-
sources may limit the ability to perform large-scale experiments and
could affect the overall quality of the research results. The demands of
experimentation may lead to time constraints, affecting the scope and
depth of the research.

4.2 Hardware and Software Limitations

The computational demands of running extensive experiments may
exceed the capabilities of personal computers and campus resources.
Inadequate hardware and software resources could lead to longer
processing times and potential scalability issues.

4.3 Experimental Errors

Conducting experiments involving occlusion, computational speed,
and recognition accuracy introduces the risk of experimental errors.
Inaccurate data collection, unforeseen issues with equipment, or hu-
man errors during data labeling and processing could compromise the
reliability of results.

4.4 Time Constraints

As college students, we have academic responsibilities and limited
time to dedicate to research. Balancing coursework, exams, and project
deadlines with

4.5 External Factors

External factors such as power outages, system failures, or unfore-
seen events could disrupt the ongoing experimentation process. These
external disruptions may lead to data loss, increased downtime, and
overall project delays.

4.6 Incomplete Understanding

As students, we are continuously learning and may have an incomplete
understanding of complex technical concepts and methodologies. This
limited expertise could result in errors or omissions in the experimen-
tation and analysis.

Addressing these major risks requires careful planning, collabora-
tion, and adaptability.

5 RESULTS AND FUTURE WORK

5.1 Overview

The execution of the facial recognition model across different racial
groups yielded insightful findings regarding its accuracy and potential
biases. Here, we detail the performance of the model with respect to the
different racial categories used in the study: Black, Caucasian, Asian,
and Hispanic. The dataset predominantly comprised Caucasian faces,
which influenced the training phase and, subsequently, the model’s
performance across groups.

5.2 Performance on Black Images

When tested on the images of Black individuals, the model achieved an
accuracy of 87%. However, this result was accompanied by a high rate
of false positives. Specifically, out of 305 instances where the model
incorrectly claimed a match (false positives), 38% involved other Black
images, indicating a significant bias in misidentifying Black faces with
one another. The remainder of these false matches were scattered
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across Caucasian, Asian, and Hispanic faces, suggesting a systemic is-
sue in distinguishing Black features uniquely. This highlights a critical
flaw; despite a relatively high accuracy, the model often misattributed
the identity of Black individuals, incorrectly matching them more
frequently than accurately identifying them.

5.3 Performance on Caucasian Images

For Caucasian images, the model demonstrated superior performance
with an accuracy of 92%. This higher accuracy level reflects the model’s
familiarity with Caucasian features, likely due to the predominance
of such images in the training data. The incidence of false positives
was markedly lower, indicating a more reliable recognition capability
within this demographic group.

5.4 Performance on Asian Images

The model’s accuracy on Asian faces was slightly lower than that for
Caucasian faces but still notably high at 89%. This indicates that while
the model is quite adept at recognizing Asian features, it does not
reach the same level of precision observed with Caucasian images. The
discrepancy could be attributed to the lesser representation of Asian
images compared to Caucasian ones within the training dataset.

5.5 Performance on Hispanic Images

The results for Hispanic images were less definitive, with an accuracy
hovering around 85%. The model’s performance in this category was
inconsistent, leading to arbitrary matches that did not conclusively
identify biases as clearly as with other groups. This inconsistency
suggests an area for further investigation, particularly in improving
the model’s training on Hispanic features.

5.6 Discussion and Future Recommendations

The analysis clearly indicates that the facial recognition model’s ef-
fectiveness is uneven across different racial groups, with the most
accurate predictions occurring for Caucasian individuals, followed by
Asians, Blacks, and Hispanics, in that order. This pattern likely results
from the predominance of Caucasian images in the training dataset,
which biases the model’s learning process and decision-making.

Given these findings, it is evident that to reduce bias and enhance
the model’s universal applicability, a more balanced training dataset is
essential. For future iterations of this project, it would be advisable to
curate the dataset to include equal representations of all racial groups.
This approach would not only help in testing for potential biases more
effectively but also in developing a model that performs equitably
across diverse demographics.

6 CONCLUSION

The primary objective of this project has been to explore racial bias in
machine learning models, with a specific focus on facial recognition
systems. This focus is particularly relevant given the level of integra-
tion of facial recognition technology into various aspects of daily life,
from security to personal device access. As these systems become more
widespread, it is important to ensure they operate fairly and accurately
across diverse populations becomes increasingly critical.

To address this, we have adopted one of the more reputable facial
recognition techniques, Elastic Bunch Graph Matching (EBGM), and
enhanced it through hybridization with Principal Component Analysis
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(PCA). EBGM is known for its robust approach to facial recognition,
leveraging a graph-based representation of facial features, while PCA
is employed to reduce the dimensionality of the data, focusing the
EBGM on the most salient features which are hoped to reduce bias by
simplifying the model’s inputs.

The experimentation process was designed to systematically eval-
uate the model across different racial groups, using a dataset that
includes diverse racial representations to ascertain any biases in recog-
nition accuracy. The results of these experiments have provided in-
sightful revelations into the performance disparities across racial lines.
The enhanced EBGM system demonstrated variable accuracy rates,
with different racial groups experiencing different levels of recognition
precision. These outcomes highlight the ongoing challenges and the
necessity for continual improvement in the methodologies used in
facial recognition technologies.

In conclusion, this project has not only highlighted potential racial
biases in existing facial recognition technologies but also offered a
pathway towards mitigating these biases through technological en-
hancements. By integrating PCA with EBGM, we aimed to refine the
model’s ability to discern and accurately recognize faces from a diverse
global population. The findings from this project underscore the need
for more equitable and accurate facial recognition systems and pave
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the way for future research in this crucial area of machine learning
and artificial intelligence.
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